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Kerbroasting takes the Advantage of Service Accounts
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Suppose we have an application server

And we as a User/Victim wants to access
that  
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In Order to access that application server, we need to
Request something from KDC

KDC is Key Distribution Centre, 
which runs as a service in Domain Controller 

1. We Request      , Provide NTLM Hash

TGT is Ticket Granting Ticket
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3. We Request      , for APPLICATION SERVER
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Now that we have TGT with krbtgt Hash, using this TGT,
We can Request for                        TGS(Ticket Granting Service)

4. We Receive       with server's account hashTGS
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Now that we have TGS server's account hash, using this TGS,
      We can Request for                         Access                     APPLICATION SERVER

TGT  with
krbtgt
Hash

TGT  with
krbtgt
Hash

TGS Received, w/ 
Server's Account Hash 

TGS with 
Server's Account Hash 

APPLICATION
SERVER

TGS w/ 
Server's Account Hash 

Request Access for
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Here we already have the credentials as well as access to the machine of this 
User/Victim as this will allow us to request
for TGT which will eventually allow us to request for TGS 


